
B KpaCHOHpCKOM Kpae B 2023 ro,n;y 3aperMC1J)MpOBaHO 

6onee 15 TbIC. rrpecTyrrneHMM, COBepmeHHbIX c 

MCIIOJib3OBaHMeM MHcpOpMaD;MOHHO-TeJieKOMMYHMKau;MoHHbIX 

TeXHOJIOrMii, rroqTM 12 TbIC. M3 KOTOpbIX - 3TO XMIQeHMH 

,n;eHe)KHbIX cpe,n;CTB y rpa~aH. IloTeprreBIDMM 

rrpecTyrrJieHMHMM rrpMqMHeH yIQep6 B pa3Mepe rroqTM 3 MJip,n; 

py6neii B 2023 ro,n;y M 6onee 270 MJIH B TeKyIQeM ro,n;y. 

PacKpbIBaeTcH qyTb 6onee 20% rrpeczyrrneHMii, qTo 

CBH3aHO C MX COBepmeHMeM 

BbICOKOopraHM3OBaHHbIX rrpecryrrHbIX rpyrrrr, 

KOTOpbIX ,n;Mcnou;HpyroTcH 3a rrpe,n;enaMM P<D. 

yqaCTHMKaMM 

KOJIJI-D;eH1J)bI 

IloTeprreBIDMMM OT KM6eprrpecTyrrneHMM HBAAIOTCH 

rpa)K)];aHe a6cOJIIOTHO Bcex KaTeropHii, BKJIIOqaH KaK 

COD;MaJibHO-He3aIQMIQeHHbie CJIOM HaceJieHMH (HHBaJIM,D;bI, 

rreHCMOHepbI, HeCOBepmeHHOJieTHMe ), TaK M JIIO,D;M, 

3aHMMalOIQMe PYKOBO,D;HIQMe IIOCTbI B opraHM3aD;MHX 

(rrpe,n;rrpHHTMHX) BCex cpopM co6CTBeHHOCTM, MMelOIQMe 

HeCKOJibKO BbICIDMX o6pa30BaHMM. 

3JIOYMbIIDJieHHMKaMM MCIIOJib3YIOTCH M3OIQpeHHbie 

crroco6bI «BbIMaHMBaH» ,n;eHe)KHbIX cpe,n;CTB, ,D;JIH qero 

MCIIOJib3YIOTCH pa3JIMqHbie «JiereH,D;bI», rrocpe,n;CTBOM 

M3JIO)KeHMH KOTOpbIX OKa3bIBaeTCH IICMXOJIOrMqecKoe 
V V 

BO3,D;eMCTBMe Ha rpa~aH, KOTOpbie IIO,[I; ero BO3,D;eMCTBMeM 

BbIIIOJIHHIOT BCe KOMaH,D;bI 3JIOYMbIIDJieHHMKOB. MHOrMe M3 

IIOTeprreBmMX B ,D;aJibHeiimeM B xo,n;e o6IQeHMH c 

corpy,n;HMKaMM rrpaBooxpaHMTeJibHbIX opraHOB coo61Qa10T, 

qTo ,n;eiiCTBOBaJIM 

rrpocpecCMOHaJibHOM 

rrpeCTYIIHMKOB. 

«rro,n; rMIIHO3OM», B pe3yJibTaTe 

MaHMrryJIHD;MM CO CTOpOHbI 



B xo,n:e coBeprneHIDI npecrynneHIIH 3JIOYMhilIIJieHHIIKII 
IICTIOJib3YIOT 3BOHKII C HOMepoB, BII3YaJibHO npII6JIII)KeHHbIX K 
HOMepaM TeJie<pOHOB npaBooxpaHIITeJibHbIX opraHOB, CJiy)K6 

6aHKOB (HanpIIMep 3BOHKII Ha Baii6ep C HOMepa +900, TOr,n:a 

KaK O(plIIJ;lfaJibHbIH HOMep C6epa 900 II T .,n:. ), npe,n:cTaBJIHIOTCH 
O(pIIIJ;lfaJibHbIMII JIIIIJ;aMII. 

Hau6oJiee pacnpocTpauennLIMH cnoco6aMu 
~ ~ 

npeCTVDJieHHH ua cerO)lHHWHHH )leHb HBJIHIOTCH: 

1. CMC OT pa60To,1J;aTeJIH. 
IloTepneBrneMy nocTynaeT cMc coo6rn;eHIIe IIJIII 

coo6rn;eHIIe B MecceH,n:)Kepe OT pa6oTo,n:aTeM. 0 TOM, qTo c 

HMM B 6JIII)Kaiirnee BpeMH CBH)KeTCH corpy,n:HIIK <l>CE IIJIII 

IIHOH opraHII3aIJ;IIII, CJie,n:yeT C HMM noo6rn;aTbCH. 

Ilocne 3TOro 3BOHIIT corpy,n:HIIK C IIMeHeM YKa3aHHbIM 

PYKOBOL(IITeJieM II coo6rn;aeT O TIOIIbITKaX rrepeBo,n:a JIIfqHbIX 
c6epe)KeHIIH Ha IIHOCTpaHHbie cqeTa / <pIIHaHCIIpoBaHIIe 

TeppIITOpII3Ma / yKpaIIHbl II TII. 
B u;eJIHX npeceqeHIIH rrpecryrrHhIX orrepau;Hii 

rroTepneBrnero y6e)KL(aIOT rrpepBaTh rpaH3aKIJ;IIII rryTeM 
rrepeBo,n:a ,n:eHer (JIIfqHbIX HaKOIIJieHIIH IIJIII rryTeM B3HTIIH 

Kpe,n:IITa) Ha cqeT, YKa3aHHbIH 3JIOYMhllIIJieHHIIKaMII. 

2. 3JIOYMbIWJieHHHKH npO,ll;3IOT Barny KBapTupy HJIH 
Mamuuy. 

3BOHHBlIIIIe rrpe,n:cTaBJIHIOTCH rrpe,n:cTaBHTeMMH CJiy)K6bI 

6e3011acHocTH KOMMepqecKoro 6aHKa, roe ycnyr, 
IJ;eHrpaJibHoro 6aHKa JIII6o rrpaBooxpaHHTeJibHoro opraHa. 

Coo6rn;aIOT O TOM, qTo rrepcOHaJibHbie ,n:aHHbie C JIHqHoro 

Ka6HHeTa yTeKJIH H Terrepb rrpeCTYIIHIIKH MoryT OT Barnero 



HMeHH rrpo,n;aTb KBapTnpy / Mamney, ncrroJib3Y.H 3JieKTl)OHHo

u;ncppoByIO IIO,[(IIHCb. 

B u;eJI.HX 3aID;HTbl HMyrn;eCTBa CJie,n;yeT cpoqHo ero 
.., 

rrpo,n;aTb - rrepeBeCTH ,n;eHbrH Ha «3arn;nrn;eHHbIH KaHaJI», 
«6e3orracHbIH cqeT», «pe3epBHYIO .HqeiiKy». 

3. Ilepeeo)]; ,lJ;euer ua «fie3onacuL1ii cqeT», »Ko6L1 )];JIB 
HX coxpaHHOCTH. 

3BOHHBIDHe rrpe,n;cTaBJI.HIOTC.H JIH6o rrpe,n;cTaBHTeJI.HMH 

CJiy)K6bI 6e30IIaCHOCTH KOMMepqecKoro 6aHKa, 

QeHTl)aJibHoro 6aHKa JIH6o rrpaBooxpaHHTeJibHoro opraHa H 

coo6rn;aIOT, qTo MOmeHHHKH C HCIIOJib3OBaHHeM 

rrepCOHaJibHbIX ,n;aHHbIX IIOTeprreBmero ocpopMAAIOT Kpe,n;HTbl 

B pa3JIHqHbIX 6aHKax n ,[(JI.H Toro, qTo6bI rrpe,n;OTBpaTHTb 

xnmeHHe ,n;eHer c 6aHKOBCKOro cqeTa Heo6XO,[(HMO JIHqHbie 

c6epe)KeHH.H cpO1IHO rrepeBeCTH Ha «6e30IIaCHbie C1IeTa». B 
xo,n;e ,[(aJibHeiimero o6rn;eHH.H rroTeprreBmeMy coo6rn;aIOT o 

Heo6XO,[(HMOCTH ocpopMJieHH.H Kpe,n;HTOB n MX rrepeBO,[(a. 

TaIOKe 3aperHCTl)HpOBaHbl CJIY1IaH rrpo,n;IDKH He,[(BH)KHMOCTH 

H rrepeBO,[(a MomeHHHKaM BblpJ1IeHHbIX cpe,n;CTB. 

CJie,n;yeT OTMeTHTb, 1ITO o6meHHe IIOTeprreBmero co 

3JIOYMbIIDJieHHHKaMH .HBJI.HeTC.H ,[(JIHTeJibHbIM, B HeKOTOpbIX 

CJiyqa.HX ocyrn;ecTBJI.HeTCH B Te1IeHHe HeCKOJibKHX MeC.HQeB, 

HCIIOJib3yeTC.H KaK TeJieq>OHHa.H CB.H3b, TaK H o6meHHe 

rrocpe,n;cTBOM MecceH,n;)KepoB (BaTcarr, Baii6ep, TeJierpaM H 

T .,[(. ). 

Ern;e O,[(Ha pa3HOBH,[(HOCTb rrpeCTYIIHOH cxeMbl - KOr,n;a 

3BOHBT BKOfibI C0Tpy,l1;HHKH npaeooxpauuTeJibHbIX 
oprauoe u cooomaroT qTo e oTuomeuuu Bae eo36y~euo 
yroJIOBHOe ,lJ;eJIO B CBB3H C 4>uuaHCHp0B3HHeM 
3KCTpeMHCTKOii, TeppopucTuqeCKOH ,lJ;eBTeJibHOCTH, 



llOCKOJibKY c Bamero 6aHKOBCKOro cqeTa ocyrn;eCTBJieH 

11epeao,n ,neHe)KHbIX cpe,nCTB B He,npy)KeCTBeHHOe 

rocy,napcTBO. 

B xo,ne o6rn;eHIUI 3JIOYMbIIIIJieHHMKM MoryT 11pMCbIJiaTb 

HK06bI Q?OTO y,noCTOBepeHMH, llOBeCTOK, llOCTaHOBJieHMH 0 

B036y)K,[(eHMM yroJIOBHOro ,nena, 110,[(llMCOK O Hepa3rJiaIIIeHMM 

CJie,nCTBeHHOH TaHHbl M T.,n. Hy)KHO 6bITb 11pe,neJibHO 

BHMMaTeJibHbIMM, He 110,n,naBaTbCH MaHMllYJIHQMHM M 

11poaepHTb coo6rn;aeMyIO MH<pOpMaQMIO, 

KpoMe Toro, cne,nyeT llOMHMTb, qTo «6e30llaCHbIX 

cqeTOB» He cyrn;eCTByeT, a 11pe,ncTaBMTeJIM I.J;eHTPaJibHOro 

IiaHKa He ocyrn;eCTBJIHIOT pa6ory C Q?M3MqecKMMM JIMQaMM. 

4. 3BOHOK 3JIOYMblIIIJieHHMKa DO)]; BH,lJ;OM M06HJibHbIX 

onepaTopoe, KOTOpb1e coo6m;aroT, qTo cpoK ,lJ;eiicTBHH 

eameii CHM-KapTbl HCTeK Jin6o HCTeKaeT, a )];JIB ero 

npO,l1;JieHHH ueo6XO)];HMO coo6m;nTb KO,[(, KOTOpbIH llOCTYllMT 

B CMC JIM6o 11pOHTM 110 CCbIJIKe, B 11pOTMBHOM cnyqae CMM

KapTa 6y,neT 3a6JIOKMpOBaHa. 

Ba)KHO 3HaTb, qTo y CMM-KapTbl HeT cpoKa ,neHCTBMH, 

COTOBbie 011epaTOpbl 11epeBblllYCKaIOT CMM-KapTbl TOJibKO 110 

11pocb6e 110TPe6MTeneii B cnyqae <pM3MqecKoro M3Hoca, 

llOTepM, Heo6xo,nMMOCTM ,npyroro cpopMaTa. 

BblllOJIHMB TPe6oBaHMH MOIIIeHHMKOB M coo6rn;MB KO,[( M3 

cMc, ntt6o 11poii,nH 110 CCbIJIKe Bbl oT,naeTe B pyKM 

3JIOYMbIIIIJieHHMKOB ,nocry11 B CBOH JIMqHblH Ka6MHeT Ha caiiTe 

011epaTopa CBH3M, llOCJie qero MOIIIeHHMKM MMeIOT 

B03MO)KHOCTb ycTaHaBJIMBaTb 11epea,npecau;MIO coo6rn;eHMH Ha 

HY)KHbIH MM HOMep, qTo 1103BOJIMT CMeHMTb 11apOJib OT 

M06MJibHOrO 6aHKa M llOXMTMTb ,neHe)KHbie cpe,nCTBa. 

BTopaH pa3HOBM,[(HOCTb TaKMX 11peczyrrneHHH 



rronyqeHMe B pe3yn1>TaTe coo6rn;eHM.sI Ko,z:i;a M3 cMc ,z:i;ocryrra K 
aKKaYHTY «rocycnyr», ,z:i;an1>Heiirnee ocpopMneHMe 3a.sIBOK Ha 
Kpe,z:i;MTbl B 6aHKax, rronyqeHMe K rrepcoHanbHbIM ,z:i;aHHbIM, 
TaKMM KaK CBe,z:i;eHM.sI O ,z:i;oxo,z:i;ax, Hanuque 6aHKOBCKMX cqeTOB 

M T.,11;. 

5. CAaqa HaJIOrOBbIX AeKJiapau;uu D cnpaBOK 0 
AOXOAaX. 

3BOHMBllIMe rrpe,z:i;cTaBAAIOTC.sI COTPY,11;HMKaMM rocycnyr, 
yrrpaBneHM.sI no ,z:i;enaM npe3u,z:i;eHTa, coo6rn;aIOT, qTo B paMKax 

V' 

,z:i;eKnapau;MOHHOM KOMnaHMM npoBep.sIIOT nepcoHanbHbie 
,z:i;aHHbie IlMI.J;, c,z:i;aBllIMX HanOrOBbie ,z:i;eKnapa:QMM n1160 
,11;eKnapau;u11 o ,z:i;oxo,z:i;ax. 

,[(n.si no,z:i;TBep)K)];eHM.sI cne,z:i;yeT Ha3BaTI> nacrropTHI>Ie 
,z:i;aHHbie 11 Ko,z:i; 113 CMC. 

Pe3ynnTaT - cnMCaHMe ,z:i;eHer co cqeTOB, B3.sITMe Kpe,z:i;MTa. 

6. B3JIOM JID60 KOnupoeauue aKKayuTa UOJib30BaTeJIH 
e MecceHA~epax eaTcan, eau6ep, TeJierpaMM, 

V' V' 

cou;naJibHbIX ceTeD BKOHTaKTe M ,lJ;ailbHeMmee HanpaBneHMe 
creHepupoBaHHbIX MCKYCCTBeHHbIM MHTeJIJieKTOM 
( HeiipoceTbIO) rOJIOCOBbIX coo6rn;eHMH OT MMeHM 
noTepneBmero, KOTOpoe nOJIHOCTbIO KOn11pyeT ero ronoc, 
MCnOJib3Y.sI npM 3TOM paHee OTnpaBJieHHbie coo6rn;eHM.sI 
BJia,11;en1>:u;a aKKayHTa. 

A ,z:i;an1>me Bee no TMn11qHoii cxeMe - npoc1>6a o,z:i;OJI)KMTb 
B3aHMbI, q>OTO 6aHKOBCKOH KapTbI )];JI.sI rrepeBo,z:i;a ,z:i;eHe)KHbIX 
cpe,z:i;CTB. 

B ,z:i;aHHOH curyau;MM Ba)KHO y6e,z:i;MTbC.sI, qTo Bbl 
o6maeTeCb MMeHHO C BarnMM 3HaKOMbIM rryTeM 3BOHKa no 
M06MilbHOH ceTM. 



C,n;eJiaB 3TO, B1,1 o6e3onacHTe ce6.si H npe,n;ynpe,n;HTe 
\J 

3HaKOMOro O TOM, qTo OT ero HMeHH ,n;eHCTBYIOT MOIIIeHHHKH. 

~JI.SI Toro, qT061,1 He noTep.SITb KOH'fl)OJIF, Ha,n; BaIIIHM 

aKKayHTOM HHKOr,n;a He nepexo,n;HTe no He3HaKOMbIM 
\J 

CCbIJIKaM, He CKaqHBaHTe nporpaMMbI H3 Heno,n;TBep)l()];eHHbIX 

HCToqHHKOB, HcnoJI1,3yiiTe ,n;ByxcpaKTOPHYIO 

ayTeHTHq>HKaQHIO BaIIIHX aKKayHTOB. 

Ey,n;1,Te MaKCHMaJibHO BHHMaTeJibHbI, nOCKOJibKY 

CJie,n;yIOII(HM 3TanoM HCnOJib3OBaHH.SI HCKYCCTBeHHOro 

HHTeJIJieKTa MO)KeT .SIBHTbC.SI reHepaQH.SI BH,n;eOH306pa)KeHHM H 

paCCbIJIKa BH,n;eocoo6II(eHHM OT HMeHH po,n;HbIX, KOJIJier, 

3HaKOMbIX H T.)];. 

7. xum;euue .r.eue,KHbIX cpe.r.cTB qepe3 cucTeMy 
6L1cTpb1x nJiaTe,Keu (Clill). 

HanpHMep, noKynaTeJib Ha caiiTe OCTaBJI.SieT 3a.SIBKY Ha 

npHo6peTeHHe TOBapa, eMy noczynaeT 3BOHOK .SIK06bI OT 

CO'fPY,Il;HHKa Mara3HHa, npe,n;naraeTC.SI CKH,n;Ka Ha TOBap, HO 

TOJibKO npH ycJIOBHH onJiaTbI qepe3 CEII HJIH QR-Ko,n;y, 3aTeM 

3JIOYMbIIIIJieHHHK npHCbIJiaeT B MecceH,l];)Kep CCbIJIKY, 

Be,n;yll(yIO Ha C'fl)aHHQY c cpopMoii onJiaTbI no QR-Ko,n;y. 

IloKynaTeJib no,n;TBep)l()];aeT nJiaTe)K H ,n;eHe)KHbie cpe,n;CTBa 

nocTynaIOT Ha cqeT MOIIIeHHHKa. 

Ba)KHO B TaKOM CHTyaQHH CB.SI3aTbC.SI co CJIY)K60ii 

no,n;,n;ep)KKH OHJiaMH-Mara3HHa, qepe3 Oq>HQHaJibHbIM caiiT HJIH 

npHJIO)KeHHe. He coxpaH.SITb )];JI.SI onJiaTbI B JIHqHF,IX 

Ka6HHeTax 6aHKOBCKHe KapTbI, npH BO3MO)KHOCTH 3aBe,n;HTe 

OT,n;en1,ny10 KapTy )];JI.SI onJiaTbI noKynoK OHJiaMH. 

8. lIIHpOKO noJiyqHBIIIa.SI nocJie,n;Hee BpeM.SI cxeMa, B 

pe3yJibTaTe HCnOJib3OBaHH.SI KOTOpoii npHqHH.SieTC.SI HaH6oJiee 



KpyrrHbIH y:w;ep6 - 1apa60TOK Ha 6up~e, 33M3HHBauue 

npu6bIJJbHbIMH HHBeCTHD;HHMH. IlpeCT)'IlHHKaMH 

C03,ri;aeTC51 MaKCHMaJibHa51 BH,[J;HMOCTb Toro, qTo 06:w;eHHe 
V V 

rrpOHCXO,[J;HT C rrpe,ri;cTaBHTeIDIMH KPYIIHOH HHBeCTHI(HOHHOH 
V 

IIJIOIIJ;a,[J;KH, MX caHTbI HMeIOT BH,[J;HMOe CXO,[J;CTBO C 

6aHKOBCKHMH opraHH3al(H5IMH (HaIIpHMep, 

ra3npOMHHBeCTHI(HH, PEK-HHBeCTHI(HH, THHbKOcpcp-

HHBeCTHI(HH H T .,ri;. ), Ha3HaqaeTC51 JIJfqHbIH 6poKep, 06:w;eHHe C 

KOTOpbIM MO)KeT ocy:w;ecTBJI51TbC51 ,ri;a)Ke nocpe,ri;CTBOM 

BH,D;e03BOHKOB. Ilo,ri; MX PYKOBO,[J;CTBOM C03,ri;aeTC51 5IK06bI 

JilfqHbIH Ka6HHeT Ha TOprOBOH IIJio:w;a,ri;Ke, B KOTOpOM 

OTo6pa)KaJOTC51 Bee BHeceHHbie ,ri;eHe)l(Hbie cpe,ri;CTBa, H 

IIpH6oIJib. O,ri;HaKO MX ,[J;aJlbHeHIIIHH BbIBO,[J; HeB03MO)KeH. 

HanpHMep, B 5IHBape TeKy:w;ero ro,ri;a )KHTeJibHHD;a 

r. CocHOBo6opcK B ceTH HHTepHeT YBH,D;eJia nceB,ri;opeKJiaMy 

«ra3rrpoM6aHKa» 0 ,[J;OIIOJIHHTeJibHOM 3apa60TKe, BBeJia CBOH 
V V V 

nacnopTHbie ,ri;aHHbie Ha caHTe. CIIYCT51 HeCKOJibKO ,D;HeH C Helf 
V 

CB513aJIC51 corpy,ri;HHK TOprOBOH KOMIIaHHH H pacCKa3aJI 0 

B03MO)KHOM pocTe Q?HHaHCOBbIX HaKOIIJieHHH B xo,ri;e ToproB H 

,[J;aJlbHeiimero BbIBO,D;a npH6oIJIH. 3aHHTepecoBaBIIIHCb, 

)KeHIIJ;HHa ycTaHOBHJia HHBeCTHI(HOHttylO IIJiaTcpOpMy H CTaJia 

corpy,ri;HHqaTb 5IK06oI C cpHHaHCOBbIM cneu;HaJIHCTOM qepe3 

npHJIO)KeHHe «CKaHII». IlepBOHaqaJibHO BHeCJia ,ri;eII03HT B 

pa3Mepe 10 TbIC, IIOCJie qero YBH,D;eJia npH6oIJib B pa3Mepe 2 
TbIC, KOTOpbie eiI IIOCT)'IIHJIH Ha 6aHKOBCKYIO Kapry. 3TO 

npH,D;aJIO Bepy B B03MO)KHOCTb 3apa6aTbIBaTb. O6MattyTa51 

)KeHIIJ;HHa BHOCHJia JIHqHbie ,ri;eHe)KHbie cpe,ri;CTBa, KOTOpbie 

nonyqHJia nyTeM ocpopMJieHH51 Kpe,ri;HTOB B pa3JIJfqHbIX 

6aHKax, ,ri;yMa51, qTo TopryeT ra30M, Heq>TbIO, cepe6poM, 

aKI(H5IMH «ra3rrpoMa». B ,[J;aJlbHeHIIIeM, IIpH ocpopMJieHHH 

c,ri;eJIOK, CHCTeMa CTaJia BbI,D;aBaTb OIIIH6KH. JbKe-



cnel(IIaJIIICTbI nO.sICIDIJIII, qTo Heo6xo,n;IIMO ocpopMIITb 

CTl)aXOBKY II p51,il; ,n;pyrIIX <pIIHaHCOBbIX MaHIInyJI.sII(IIH, O,[l;HaKO 

pa6oTa Ha nJiaTcpopMe 6bIJia 3a6JIOKIIpOBaHa. ,[(eHCTBY51 no 

IIHCTIJYKI(IIII MOIIIeHHIIKOB, noTepneBIIIa.sI nepeBeJia 6oJiee 6 
MJIH. py6. 

9. paCCLIJIKa 

no~o3pHTeJILHLIX 

H3JIOrOBLIX nuceM 

Tp3H33KIJ;HH H 

uaJioronJiaTeJIL.._uKa. 

0 BhISIBJieHHH 

3KTHBHOCTH 

B no,n;,n;eJibHOM coo6rn;eHIIII npe,n;JiaraeTC.sI npoiITII 

,n;onOJIHIITeJibHYIO npoBepKy II npe,n;ocTaBIITb CBe,n;eHII51 no 

3anpocy HaJIOrOBOH CJiy)K6bI. TaK MOIIIeHHIIKII MoryT 

3anpOCIITb KaCCOBbie ,n;oKyMeHTbI, cqeTa-cpaKTYPbI, OTqeTHbie 

,[l;OKyMeHTbI. ,[(aJiee ,[l;JI51 npOXO)K,[l;eHII51 npoBepKII 

npe,n;JiaraeTC51 o6paTIITbC51 K YKa3aHHOMY B IIIICbMe 

IIHCneKTopy no,n; yrp030H 6JIOKIIpOBKM cqeTOB 

HaJIOrOnJiaT~Jlblli;MKa. 

Ba)KHO noMHMTb, qTo <l>HC He pacc1>1JiaeT TaKoro po,n;a 

nMCbMa II He MMeeT OTHOIIIeHM51 K HMM, TaKMe nMCbMa 

OTKpbIBaTb He peKOMeH,n;yeTC51, KaK M nepexo,n;MTb no 

CCbIJIKaM. 

llcnOJib3yeMbie MOIIIeHHMKaMM cxeMbI nOCTO5IHHO 

MeH5IIOTC51, «nO,[J;CTl)aMBa51Cb» no,n; o6rn;eCTBeHHO-

noJIMTMqecKyIO o6cTaHOBKY, 3HaqMMbie co6bITM51 B 

rocy,n;apcTBe. PacnpOCTl)aHeHbI TaK)Ke CJie,n;yIOII(Me cnoco6bI: 

- o6MaH BO BpeM51 KaMnaHIIM no c,n;aqe HaJIOrOBbIX 

,n;eKJiapal(MH ( nocrynJieHMe nMCbMa OT 3JIOYMbIIIIJieHHMKOB Ha 

3JieKTl)OHHYIO rroqTy OT 5IK06bI corpy,n;HMKOB HaJIOrOBOH 

CJIY)K6bI c Tpe6oBaHMeM npe,n;cTaBMTb ,n;eKJiapal(MIO no 

cnel(MaJibHOH CCbIJIKe npH nepexo,n;e Ha KOTopyro 



BBeCTJI Heo6XO,l]JIMO 

6aHKOBCKOM KapTbI 

HarrororrnaTenomJIKa); 

,[(aHHbie 

,[(JIH 

JI peKBJI3JITbI 

JI,[( eHTJI cp JIKal(JIJI 

-xJimeHJie ,[(eHer JI JIMymecTBa no,[( rrpe,[(noroM 

o6HOBJieHJIH 6aHKHOT (3BOHOK OT MOIIIeHHJIKOB C YKa3aHJieM 

0 Heo6XO,[(JIMOCTJI rrpoBepKJI IIO,[(JIJIHHOCTJI 6aHKHOT EaHKa 

PoccJIJI, ,[(JIH qero y6e)l()];aIOT ycTaHOBJITb CTOpOHHee 
V 

rrpJIJIO)KeHJie, rrocpe,[(CTBOM KOTOporo rronyqaIOT y,[(arreHHbIJI 

,[(OCTYII K TenecpoHy )KepTBoI; TaK)Ke JICIIOJio3yeTCH 

IIOKBapTJipHbIM o6xo,[( OT HK06bI crrel(JiaJIJICTOB COI(JiaJibHbIX 

CJiy)K6, KOTOpoie y6e)l()];aIOT o6MeHHTb ,[(eHe)KHbie KYIIIOpbI Ha 

IIO,[(,[(eJibHbie ); 

- JICIIOJib30BaHJie JIO)KHbIX aKKayHTOB pyKOBO,[(JITeneii 

EaHKa PocCJIJI, rrpaBooxpaHJITeJibHbIX opraHOB, CO,[(ep)KamJix 

pearrbHbie ,[(aHHbie, B3HTbie JI3 OTKpbITbIX JICToqHJIKOB 

( cpaMJIJIJIIO, JIMH, OTqecTBO, {pOTO ); 

- coo6meHJie KJIJieHTaM 6aHKOB 06 yTeqKe rrepCOHaJibHbIX 

,[(aHHbIX; 

o6emaHJie IIOMOqb 
V 

C KOMIIeHcau;JieJI paHee 

IIOXJimeHHbIX ,[(eHer; 

- o6MeH K3III6eKa Ha py6JIJI. 

8. CxeMa «Barn po,[(CTBeHHJIK rrorran B ,ll;TII», HaJI6onee 
V 

IIO,[(Bep)KeHbI ,[(aHHOMY BJI,[(Y rrpecTyrrneHJIJI IIO)KJIJibie 

rpa)l()];aHe. 3noyMoIIIIJieHHJIK rrpe,[(CTaBJIHeTCH JIJI6o 

pO,[(CTBeHHJIKOM IIOTeprreBrnero JIJI6o rrpe,[(CTaBJITeJieM 

rrpaBooxpaHJITeJII>Horo opraHa JI coo6maeT, qTo ,[(JIH 

OCB060)l()];eHJIH OT yroJIOBHOM OTBeTCTBeHHOCTJI JI HaKa3aHMH 

B BJI,[(e JIJIIIIeHJIH CB060,[(bl cpoqHo Heo6xo,n;JIMO rrepe,n;aTb 

,n;eHe)KHI>Ie cpe,n;cTBa. 



KaK 3a~HTHTbCH OT KH6epMOIIIeHHH-IeCTBa. 

IIpaBHJia 6e3onacuocTH B KH6epnpocTpaucTBe 

BBe.r.euue 

Erraro~apH TeXHOJIOrHqecKOMY rrporpeccy HHTepHeT CTM HeOTheMJieMOH 

qaCTbIO HaIIIeH IlOBCe~HeBHOH )KH3HH. OH rrpe~OCTaBJIHeT HaM ~OCTYIT K 

HH<pOpMar:u-rn, Il03BOJIHeT o6rn:aTbCH C JIIO~bMH co Bcero MHpa H peIIIaTb MHO)KeCTBO 

pa6oqHx M JIHqHblX 3a~aq. O~HaKO BMeCTe C rrpeHMyrn:ecTBaMH HHTepHeT HeceT B 

ce6e Macey yrpo3 H pHCKOB, CBH3aHHbIX C KH6ep6e3orracHOCTbIO. 

B HX qHcrre - rrpOTHBorrpaBHbie ~eHCTBHH C u;eJibIO Kpa)KH JIHqHblX ~aHHbIX, 

~eHe)KHblX cpe~CTB, a TaK)Ke He3aKOHHOro rrorryqeHHH ~OcTyrra K CBe~eHHHM; 

COCTaBJIHIOrn:HM KOMMepqecKyIO HJIH rocy~apcTBeHHYIO TaHHy. B CBH3H C TeM, qTo 

~rncrro rro~o6HbIX rrpecTyrrrreHHH H yrn:ep6 OT HHX pacTyT c Ka)K~blM ro~oM, KpaHHe 

Ba)KHO 3HaTb, KaK ~eHCTBYIOT 3JIOYMbIIIIJieHHHKH H KaK HM MO)KHO rrpOTHBOCTOHTb. 

MbI paCCMOTpHM OCHOBHble IlOHHTHH, CBH3aHHbie C KH6eprrpecTyITHOCTbIO, M 

rrpaBHJia, KOTOpbie IlOMOryT coxpaHHTb Ba)KHYIO MH<pOpMaD;HIO M JIHqHble ~aHHbie B 

6e30ITaCHOCTH. 

Ku6epnpecrynuocTL B Poccuu 

ITo~ KH6eprrpeCTYITHOCTblO TIOHHMaeTCH He3aKOHHaH ~eHTeJibHOCTb, B 

paMKax KOTOpOH aTaKyIOTCH KOMilbIOTepHbie ceTH, CMapT<pOHbl H ~pyrHe 

ycTpoHcTBa. HaH6orree qacTbIH MOTHB - rrorryqeHHe <pHHaHCOBOH rrpH6hmH. ,[(ml 

:noro 3JIOYMbIIIIJieHHHKH HCTIOJib3YIQT He TOJlbKO HH<pOpMaD;HOHHbie TeXHOJIOrHH, 

HO H MeTO~bl COD;HMbHOH HH)KeHepHH, KOr~a qeJioBeK ~o6poBOJibHO rrepe~aeT HM 

KOH<pH~eHD;HMbHble ~aHHbie HJIH rrepeBO~HT CBOH c6epe)KeHHH. KpoMe Toro, 

u;eJiblO KH6epaTaK MO)KeT 6bITb BbIBe~eHHe KOMilbIOTepoB HJIH ceTeH H3 CTpO.H - H3 

JIHqHbIX, KOMMepqecKHX HJIH IlOJIHTHqecKHX rro6y)K~eHHH. 3THM 3aHHMaIOTC.H KaK 



OT~eJibHbie mui;a, TaK H CJia)l(eHHbie npecTyIIHbie rpynnHpOBKH, KOTOpbie 

HCIIOJib3)'IOT npo~BHHYTbie MeTO~bI H xoporno IIO~KOBaHbI TeXHHqecKH. 

OcHOBHbie pa3HOBH,llHOCTH KH6epnpecTynJieHHH: 

• MorneHHHqecTBO C HCIIOJib3OBaHHeM :meKTpOHHOH noqTbl H ~pyrHX 

HHTepHeT-pecypcoa. 

• XHm;eHHe H HCIIOJib3OBaHHe JIHqHblX ~aHHbIX, HaIIpHMep napoJieii OT 

cmi;ceTeii H MecceH~)l(epoa. 

• Kpa)l(a ~aHHbIX IIJiaTe)l(HbIX KapT H ~pyroii qmHaHCOBOH HHq>OpMaI.J;HH. 

• lllaHTa)I( H BbIMoraTeJibCTBO, B TOM qlfcJie C npHMeHeHHeM 

cneu;HaJibHbIX Bpe~OHOCHbIX nporpaMM. 

• IloJiyqeHHe HecaHKI.J;HOHHpoBaHHOro ~OCTyna K rocy~apcTBeHHblM 

HJIH KopnopaTHBHbIM ~aHHbIM. 

• OHJiaHH-ToproBmI 3anpem;eHHbIMH TOBapaMH. 

Ilo ~aHHbIM MBL(, B 2023 ro~y B PocCHH 6bIJIO 3aperHCTpHpOBaHO 6oJiee 600 

000 npeczynJieHHH, COBeprneHHbIX C HCIIOJib30BaHHeM HHq>OpMaI.J;HOHHO

TeJieKOMMYHHKaI.J;HOHHblX TeXHOJIOrHH HJIH B cq>epe KOMIIbIOTepHOH HHq>OpMaI.J;HH. 

3Ta I.J;Hq>pa Ha TPeTb npeBbICHJia IIOKa3aTeJib 2022 ro~a 1. KaK OTMeTHJI rJiaBa 

Be~OMCTBa BJia~HMHp KoJIOKOJibI.J;eB, KH6epaTaKH H q>aKTbl ~HCTaHI.J;HOHHOH Kpa)l(H 

~eHer y rpa)l(~aH q>HKCHpyIOTC.8 Bee qam;e, a KpHMHHaJibHbie cxeMbl, B TOM qlfCJie 

TIO BbIBO~Y He3aKOHHO IIOJiyqeHHbIX cpe~CTB, IIOCTO.HHHO MeH.HIOTC.8
2
. 

« 3a nocJleOHue m1mb llem KOJlUl.(,ecmeo npomueonpaBHblX oeRHUU 8 yKa3aHHOU 

c(j)epe eo3pocllo 8 oea pa3a u ceul./,aC cocmaBllRem mpemb om ecex 

3apezucmpupoeaHHblX npecmynlleHuu. Eollbme nollOBUHbl U3 HUX omHocumcR K 

1 KpaTKWI xapaKTepHCTHKa COCTOJIHHJI npecrynHOCTH e PocCHHCKOH <l>e)lepa1.11-11-1 3a 2023 ro)l: 
https://media.mvd.ru/files/application/5040806 

2 3ace.naH1-1e ITpaemerrhCTBeHHOH KOMHCCHH no npoqmrraKTHKe npaBOHapyrneHHH 20.12.2023 

https:/IMB.Il.pd)/news/item/45260331 /?year=2024&month=l &day=l 0 
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Kame2opuu mRJICKUX u oco6o mJlJICKUX. OcHOBHOU Maccue npuxooumcR Ha KpaJ1Cu 

u M0ULeHHU'iecmea», - CKa3an rnaBa MB,[( PoccHH BO BpeM.SI 3ace,n;aHH.SI 

IlpaBHTeJibCTBeHHOH KOMHCCHH TIO TIPO~HJiaKTHKe TipaBOHapyrneHHH B ,n;eKa6pe 

2023 ro,n;a. 

CaMbie pacTipOCTPaHeHHbie CTIOC06bI Kpa)l(H ,n;eHer CB.SI3aHbl C CO3)];aHHeM 

~anbIIIHBblX ( ~HIIIHHfOBbIX) caHTOB H TIOJiyqeHHeM ,n;ocTyTia K KOH~H,n;eHQHMbHbIM 

,n;aHHblM TIOJib30BaTeJieH. B TIOJIHQHH TaK)l(e OTMeqaIOT pocT qffcJia 

KH6epTipecTyTIJieHHH c TipHMeHeHHeM MeTO,ll;OB COQHMbHOH HH)l(eHepHH. KaK 

TipaBHJIO, HX )l(epTBaMH CTaHOB.SITC.SI TIO)l(HJibie JIIO,ll;H, KOTOpbie caMH coo6rn;aIOT 

CBe,n;eHH.SI O ce6e MOIIIeHHHKaM, Tipe,n;cTaBJI.SIIOllJ;HMC.SI COTpy,n;HHKaMH 

rocy,n;apCTBeHHbIX opraHOB HJIH 6aHKOBCKoro ceKTOpa. KpoMe Toro, TIO-Tipe)l(HeMy 

~HKCHpyIOTC51 cnyqaH KpyTIHbIX yTeqeK TiepCOHMbHbIX ,n;aHHbIX, KOTOpbie 

BTIOCJie,D;CTBHH HCTIOJib3YffiTC.SI 3JIOYMbIIIIJieHHHKaMH B TipOTHBOTipaBHbIX QeJI.SIX. 

CaMbie pacTipOCTPaHeHHbie cxeMbl MOIIIeHHHqecTBa: 

• o63BOH rpa)l(,D;aH OT HMeHH TipaBooxpaHHTeJibHbIX opraHOB HJIH 6aHKOB 

• C03,D;aHHe ~anbIIIHBbIX ( ~HIIIHHfOBbIX) caHTOB )];JI.SI TIOJiyqeHH.SI ,n;ocTyTia K 

KOH~H,n;eHQHMbHbIM ,n;aHHbIM TIOJlb30BaTeJieH 

• paCCbIJIKa TIHCeM O «KpyTIHOM BbIHrpbIIIIe» TIO 3JieKTPOHHOH TIOqTe 

• ~anbIIIHBbie caHTbl 6narOTBOpliTeJibHbIX 

opraHH3aQHHITypoTiepaTopoBlaBHaKoMTiaHHH 

• Tipe,n;JIO)l(eHHe BbirO,ll;HOro 3apa6oTKa Ha TIO,ll;O3pHTeJibHblX HHTepHeT

pecypcax 

• B3JIOM JIHqHbIX aKKayHTOB TIOJib30BaTeJieH H paCCbIJIKa coo6rn;eHHH 

• JloTepeH, BHKTOpHHbl, TI06e,n;bI B KOHKypcax, r,n;e HY)l(HO 3aTIJiaTHTb «Hanor 

Ha BbIHrpbIIII» HJIH «KOMHCCHIO 3a )];OCTaBKY TipH3a» 

Bna,n;HMHp KonoKOJibQeB Tio,n;qepKHYJI, qTo cymecTueuuaH yrpo3a 

KH6ep6e30U8CHOCTH npu 3TOM HCXO)].HT H3-38 py6e~a. B qacTHOCTH, peqi, H)];eT 

0 KOJIJI-QeHTPaX Ha TeppHTOpHH YKpaHHbl, COTPY.D:HHKH KOTOpbIX He TOJlbKO 

BblMOraIOT H Kpa,n;yT ,n;eHbfH y pOCCH.SIH, HO H TIO,ll;TMKHBaIOT HX K 3KCTPeMHCTCKOH 

,n;e.SITeJibHOCTH H COBeprneHHIO TepaKTOB. 
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«KueecKUMU cnel/cny:J1C6aMu ucnonb3y10mcR cxeMbl 3anyzueaHuR :J1Cepme 

HecyU{,ecmey10Uf,UM yzonoeHblM npecneooeaHueM nu6o oonzoeou rjmHaHcoeou 

3aeucUMocmb10. 3mo 3aKaHl/,U6aemcR coeeptueHueM nocneoHUMU npecmynneHuu 

npomue o6Uf,ecmeeHHou 6e3onacHocmu», - 0TMenrn MHHHCTJ). 

TaK, 3a BpeM.H npoBe.n;eHH.H Cne.QHaJihHOH BOeHHOH onepa.QHH (CBO) B 

PocCHH Bbl.HBJieH0 y)Ke 6oJiee 400 II0)].)K0f0B B0eHK0MaT0B H )].HBepCHH Ha 

)KeJie3HOH .n;opore3. IlpaBooxpaHHTeJIH OTMeqaIOT, qTo qmrypaHTaMH TaKHX .n;eJI 

Hepe.n;Ko CTaH0B.HTC.H BbICOKOo6pa30BaHHbie JIIO)].H, K0T0pbie caMH IIpH3BaHbl 

cpopMHpoBaTb 3aK0H0II0CJIYIIIH0e II0Be.n;eHHe. Ell(e 0)1.Ha Y.H3BHMa.H KaTeropH.H -

HecoBepIIIeHHOJieTHHe, KOTOpbIX 3a B03Harpa)K)].eHHe BOBJieKaIOT B npeCTYIIHYIO 

.n;e.HTeJibH0CTb. 5lpKHH IIpHMep - CJiyqa:ii B XepCOHCKOH o6JiaCTH B HO.H6pe 2023 

ro.n;a, Kor.n;a npe.n;cTaBHTeJIH BCY B nepenHcKe y6e.n;HJIH 15-JieTHero no.n;pocTKa 

ccpoTorpacpHpOBaTb )].JI.H HHX pacII0JI0)KeHHe poCCHHCKOH BOeHHOH TeXHHKH, II0CJie 

qero OH 6hIJI 3a.z:i;ep)KaH. 

Jiopb6a c KH6epMomeHHHKaMH u HOBbie cxeMbl o6Maua 

OpraHhI rocy.n;apcTBeHHOH BJiacTH npHJiaraIOT 6oJihIIIHe ycHJIH.H )].JI.H 

II0BbIIIIeHH.H 3cpcpeKTHBHOCTH IIpOTHBO)].eHCTBH.H KH6epnpeCTYIIJieHH.HM. O.n;Ho H3 

II0CJie)].HHX HOBOBBe.n;eHHH - IIpHH.HTHe 3aK0Ha 06 o6MeHe HH<pOpMa.QHeH Me)K)].y 

EaHKOM PoccHH H MB)], o M0IIIeHHHqecKHX onepa.QH.HX. OH BcryrrHJI B c1rny B 

OKT.H6pe 2023 ro.n;a4• EJiaro.n;ap.H 3T0MY cyll(eCTBeHH0 ycK0pHJI0Cb paccJie)].0BaHHe 

cpaKTOB KH6epMOIIIeHHHqecTBa H yroJI0BHbIX .n;eJI5• CJie.n;yIOII(HH Illar -

BCTYIIJieHHe B CHJIY B HIOJie 2024 ro.n;a ell(e 0)1.H0ro 3aK0Ha
6

' KOTOpbIH ycHJIHT 

3 C Haqana CB0 e Pocc,,m BbUIBliJUI OKOJJO 400 nO,!l)KQfOB BOeHKOMaTOB u ,!lHBepCHH Ha )K/,!l («HHTepqiaKC», 22.01.24): 
https://www.interfax.ru/russia/94 I 302 
4 <l>e,!lepaJJbHblH 3aKOH OT 20. l 0.2022 N2 408-<1>3 

«0 BHeceHHH H3MeHeHHH B CTaTb!O 26 <l>e,!lepaJibHOro 3aKOHa "0 6aHKax" 6aHKOBCKOH ,!lel!TeJJbHOCTH" "CTaTb!O 27 
<l>e,!lepaJibHOro 3aKOHa "0 HaUHOHaJibHOH nnaTe)KHOH CHCTeMe"»: 
http://publication.pravo.gov.m/Document/Vicw/OOO 12022l0200013 
5 Me)K)ly 6aHKOM Poccuu u MB.D: Poccuu HaqHeTCll oHnaiiH-o6MeH HHqlOpMauueii o MOllleHHHqecKux onepauHllX (U6 P<I>, 
20.10.23): https://cbr.ru/press/event/?id= 17142 

6 <l>e,!lepaJibHb!H 3aKOH OT 24.07.2023 N2 369-<1>3 
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OTBeTCTBeHHOCTb 6aHKOB no BbUIBJieHHIO He3aKOHHbIX onepaU:HH H cymecTBeHHO 

ynpOCTHT BO3BpaT ,netter nocTPa,naBIIIHM 7• 

3aMecTHTeJio npe,nce,naTem1 [(eHTpo6attKa P<l> repMaH 3y6apeB paccKaJan8, 

qTo c 2023 ro,na EaHK PoccHH TaK)Ke CTaJI co6HpaTo cTaTHCTHKY o 

npe,nOTBpameHHbIX XHII(eHH.HX co cqeTOB JIIO.II;eH. 

«To.nbKO 3a oeeRmb MeCRtfeB 6aHKU om6u.nu 60.nee 20 M.nH nonbzmoK 

noxumumb oeHb2U K!lUeHmoe u cnac.nu e o6Ufeu c.no:J1CHocmu 3,3 mp.nH py6.neu. 

Pe3y.nbmamU<3HOCmb 3QUjUmHblX cucmeM om MOWeHHU1leCKUX cnucaHUU - OKO.no 

98%. TeM He MeHee 3.noyMbZU/,/1,eHHUKaM yoa.nocb noxumumb no1lmu 11,8 M.npo 

py6.neu», - CKa3aJI 3aMnpe.n [(E P<l>. 

CBoeo6pa3HbIM aHTHpeKop,noM O3HaMeHOBaJIOCb H Haqano 2024 ro,na: B 

.HHBape cpa3y 30 )KHTeJieH BopoHe)KCKOH o6JiaCTH 3a O.II;HH cyTKH nepeBeJIH 

KH6epMOIIIeHHHKaM 6onee 30 MJIH py6nei1:9. KaK OTMeqaIOT 3KCnepTbI, JIIO.II;H 

npo,nOJI)KaIOT nona,naTbC.H Ha KJiaccHqecKHe YJIOBKH acpepHCTOB, Kor.na Te Bbl.II;aIOT 

ce6.H 3a COTpy,nHHKOB 6aHKOB H npaaooxpaHHTeJibHblX opraHOB, BbIMaHHBa.H ,neHorH 

no.n npe,nnoroM Toro, qTo cqeT qenoaeKa .HK0601 Haxo,nHTC.H no.n yrpo3oi1: HJIH ero 

po,ncTBeHHHK nonan B ,D;TII H eMy cpoqHo HY)KHa noMOII(b. 

Ilo CJIOBaM repMaHa 3y6apeaa, MOIIIeHHHKH noCTO.HHHO COBepIIIeHCTBYIOT 

cxeMbl o6MaHa. K npHMepy' O.II;HO H3 .HBJieHHH, B ,naHHbIH MOMeHT HaXO,n.HW:HXC.H B 

cpoKyce BHHMaHH.H 6aHKOB H npaBooxpaHHTeJieii, - TaK Ha3bIBaeMoe .nponnepCTBO. 

,D;ponnepol, HJIH .nponoI, - 3TO no,ncTaBHble JIHU:a, 3a,neiiCTBOBaHHble B 

HeJieraJibHbIX cxeMax no BbIBO,ny yKpa,neHHbIX ,netter. TepMHH npOHCXO.II;HT OT 

aHrJIHHCKOro CJIOBa drop, qTo nepeBO.II;HTC.H KaK «CKH.II;bIBaTb» HJIH «CJIHBaTb». Ha 

,nponnepoB ocpopMJI.HIOTC.H 6aHKOBCKHe KapTbl (.npon-KapToI), qepe3 KOTOpble 

"O Bttecemrn H3MettettHR B <l>e,LlepanbttbIR 3aK0H «O ttaU110HaJlbH0R nJJaTelKH0i:t Cl1CTeMe»" 
http:/ /pub I ication. pravo. gov. ru/Documcnt/Vicw /0001202307240049? index~ 1 

7 B POCCHH 6attKH tta•urnalOT rapaHTHpoeaTb JJIO!ll!M 3all.lHTY OT TeJJe<pOHHblX M0WeHHHK0B ( «PoCCHliCKall raJCTa», 31.08.23 ): 
https://rg.ru/2023/08/31/zashchitnyj-rdleks.html 

8 EaHKH 0T6HJJH 6011ee 20 MJJH TI0TiblTOK TI0X11Tl1Tb nettbrM KJJMeHT0B (UE P<l>, 31.01 .24): 
https://www.cbr.ru/prcss/cvcnt/?id= 18382 

9 )1(11Te1111 BopottelKCKOH 0611aCT11 nepeee1111 M0WeHHMKaM peKopnttoe K0JJM'leCTB0 cpenCTB 3a CYTKl1 (BFM.ru, 31.01 .24 ): 
https://www.bfm.ru/news/543226 
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TeJieq>OHHbie MOIDeHHHKH BblBO,[(HT yKpa,n;eHHbie c ,n;pyrwx 6aHKOBCKHX KapT 

cpe,n;cTBa. KaK rrpaBHJIO, ,n;porrrrepbI rronyqaioT 3a 3TO BO3Harpa)K,n;eHwe. 

«K co:J1CaneHu10, B noc.neoHee epeMR B oponnepcmeo aKmUBHO cmanu 

BmR2UBamb noopocmKOB. C 14 .nem OHU Mo2ym opopMUmb 6aHKOBCKYJO Kapmy C 

pa3peiueHuR pooume.neu. A MoiueHHUKu pacnpocmpaHRJOm e cot1cemJtX peK.naMy 

11xo6b1 noo euooM 6aHKOB, 1<.omopblM HY:JICHO Bbmo.nHumb «n.naH no npooa:J1CaM», 

npeo.na2a10m .nJOORM opopMumb .n106y10 Kapmy u nepeoamb ee HeKUM .nUl/aM 3a 

B03Ha2pa:J1COeHue, HanpUMep 3a 3 mblCRl/,U py6.neu. 3ameM BKJlJOl.(,aemcR cemeeou 

MapKemUH2." noOpocmKaM npeO.na2a10m eUf-e 2 mblCRl/,U py6.neu, ec.nu OHU npueeoym 

opy2a c Kapmou. < ... > lfeM 3mo onacHo? KaK npaeu.no, eo epeMR pacc.neooeaHUR 

paKmoe MoiueHHUl/,ecmea B nepey,o Ol/,epeob BblXOORm Ha oponnepoe. Mo.noOble 

.n10ou, Komopble no2Hanucb 3a cu10MuHymHou Bb12ooou, Mo2ym cmamb 

coyl/,aCmHuKaMu XUUf-eHUR u noHecmu y20.noeHy10 omeemcmeeHHOCmb», -

rrpe,n;yrrpe)K,n;aeT repMaH 3y6apeB. 

Eme o,n;Ha HOBWI cxeMa - co3,n;aHwe rro,n;,n;eJibHbIX Telegram-aKKayHTOB w 

HMHTau;m1 ronoca 6JIH3KHX mo,n;eii )KepTBbl HJIH KOJIJier ITO pa6oTe. 

«llepcoHupuKal/,UR amaK me.nepoHHblX MoiueHHUKOB - 3mo mpeHO noc.neOHUX 

MeCRl/,eB. 3.noyMblU/,/1,eHHUKU cmanu npeoeapume.nbHO U3yl.(,amb :J1Cepmey - ee 

npopu.nb e cot1cemJtX, Kpy2 opy3eu, Mecmo pa6omb1, MamepuanbHoe no.no:J1CeHue. 

Ot1eHuea10m, Ha KaKy10 . cyMMY l.(,e.noeeK MO:J1Cem opopMumb Kpeoum. l/acmb 

uHpopMat1uu o nomeHt1ua.nbHOU :J1Cepmee 6epemcR c caumoe, Ha KomopblX l.(,e.noeeK 

caM ocmaB.nRem OaHHble O ce6e .nu6o OaHHble Ha KOmopblX cmaHOBRmCR 

oocmynHblMU U3-3a ymel/,eK. 3ameM MoiueHHUKU UUf,ym eapuaHmbl, KaK Hau6o.nee 

3ppe1<.mUBHO Ha.naOUmb T<.OMMYHUKal/,UJO C 3mUM 1/,e.noBeT<.OM. floo He20 

pa3pa6amb1eaemcR UHOueuoyanbHblU Cl/,eHapuu o6MaHa c ucno.nb30BaHueM 

COBpeMeHHblX mexHo.no2uu», - pacCKa3bIBaeT 3aMrrpe,n; I.J.eHTpo6aHKa. qT06bI 

BTepeTbCX B ,[(OBepwe, JIIO,[(XM IIHIDYT OT HMeHH HX HaqaJibHHKOB. MomeHHHKH ,n;a)Ke 

MOryT HCITOJib3OBaTb HCKYCCTBeHHbIH HHTeJIJieKT ,[(JIX CO3,[(aHHX roJIOCOBbIX 

coo6m;eHHH OT HMeHH po,n;cTBeHHHKOB H ,n;py3eif ITOTeHI . .J;HaJibHOH )KepTBbl. 

6 



ITapanJieJibHO C0BeprneHCTBYIOTC51 H MeT0,n:bI 6opb6bI C M0IIIeHHHKaMH. 

Pa6oTa B 3TOM HanpaBJieHHH HenpepbIBHO Be,n:eTC51 BJiaCT51MH C0BMeCTHO C 

3KcnepTHbIM coo6mecTBOM. 

IlpaBHJia KH6ep6e3onacuocTH H nuct>poBaH rpaM0TH0CTb 

CTOHT eme pa3 o6paTHTb BHHMaHHe, qTo )KepTBOR KH6epMOIIIeHHHKOB 

MO)KeT CTaTb Ka)K,n:bIR, BHe 3aBHCHMOCTH OT B03pacTa, o6pa30BaHH51, COI(Ha.JlbHOro 

nOJIO)KeHH51 H npoqwx cpaKTOpOB. ITpHqHHa B TOM, qTo MOIIIeHHHKH B03,n:eii:CTBYIOT 

Ha 3MOI(HH qeJioBeKa, a COBpeMeHHbie TeXHOJIOrHH no3BOJI5IIOT c,n:eJiaTb 

HCnOJib3yeMbie npHeMbI MaKCHMa.JlbH0 npaB,n:ono.n:o6HbIMH. 

O,n:HaKO npOTHBOCT051Tb HM MO)KHO, ,n:JIH 3Toro cne.n:yeT npw.n:ep)KHBaTbC51 

pH,n:a npoCTbIX npaBHJI: 

• HHKOMY w HHKor.n:a He coo6maii:Te CBOH nacrropTHbie ,n:aHHbie w 

<pHHaHCOBbie CBe,n:eHH51: ,n:aHHbie KapTbl H ee BJia,n:eJibl(a, TpeX3HaqHbIR KO,n: C 

o6paTHoii: cTopoHbI KapTbI HJIH cMc-Ko,n:. CoTpy,n:HHKH 6aHKOB H roccTpyKTYP 

HHKor.n:a He 3anpaIIIHBaIOT TaKyio HH<pOpMal(HIO. 

• He ny6JIHKYRTe KOH<pH,n:eHI(Ha.JlbHbie ,n:aHHbie B cou;ceT51X H Ha KaKHX-

JIH6o caii:Tax. 

• He xpaHHTe ,n:aHHbie KapT H pm-KO,n:bI Ha KOMnbIOTepe HJIH B 

CMapT<pOHe. 

• EcJIH C HeH3BeCTHoro HOMepa 3BOHHT COTPY.n:HHK 6aHKa, 

npaBooxpaHHTeJibHbIX opraHOB HJIH rocy,n:apCTBeHHOR opraHH3al(HH C 

COMHHTeJibHbIM npe,n:JIO)KeHHeM (HanpHMep, coo6rn;eHHeM O nonbITKe ocpopMJieHH51 

Kpe,n:HTa HJIH no,n:o3pHTeJibHOR onepau;HH OT Barnero HMeHH, o6ern;aHHeM BbICOKoro 

.n:oxo.n:a no BKJia,n:y, npe,n:JIO)KeHHeM nepeBeCTH cpe,n:cTBa Ha cneu;HanbHbIR cqeT H 

TOMY no.n:o6Hoe) HJIH no TenecpoHy 3anyrHBaIOT H TPe6yioT 6bICTpbIX .n:eii:CTBHR C 

cpwHaHcaMH, noJIO)KHTe TPY6Ky. 

• EcJIH no,n:o3peBaeTe, qTo BaM 3BOHHT MOIIIeHHHK, nepe3BOHHTe B 6aHK 

HJIH B KOHTaKT-l(eHTP Be,n:oMCTBa, COTpy,n:HHKOM KOTOporo npe,n:cTaBJI51JIC51 

3BOH51IIJ;HR. 
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• Ilo BO3MO)KHOCTH ycTaHOBHTe aHTHBHpyc Ha BCe ycTpOHCTBa H 

perym1pHO ero o6HOBJUIHTe. 

• He HCTIOJib3YHTe CJIHIIIKOM TipOCTbie TiaponH, a TaK)Ke O,[(HHaKOBbie 

TiapOJIH ,[(JIH pa3HbIX yqeTHbIX 3aTIHCeH. 

• 3all(Hll(aHTe CBOH aKKayHTbl C TIOMOII(blO .[(BYX3TaTIHOH 

ayTeHTH<pHKaI . .J;HH B Tex cepB11cax, r,[(e 3TO BO3MO)KHO. B TaKOM cnyqae MOIIIeHHHKH 

He CMOryT TionyqHTb K HMM ,[(OCTYTI, ,[(a)Ke ecJIH Y3HaIOT TiapOJib. 

• CoBepIIIaHTe TIOKYTIKH B HHTepHeTe TOJibKO Ha TipOBepeHHbIX caHTaX. 

CpaBHHBaHTe a,[(peca caHTOB, MO)KeT OTJIHqaTbCH O,[(Ha 6yKBa HJIH TOqKa, He 

TIOTia,[(HTeCb Ha caiiT-3epKano. 

• HHKOr,[(a He BBO,[(HTe JIHqHbie H qmHaHCOBbie ,[(aHHbie Ha 

COMHHTeJibHbIX caiiTax H He TiepeXO,[(HTe TIO CCbIJIKaM H3 TIO,[(O3pHTeJibHbIX TIHCeM, 

KOTOpbie Tipe,[(naraIOT, HaTipHMep, TipOHTH OTipoc HJIH TIOJiyqHTb KaKYJO-JIH6o 

BbIIIJiaTy. 

Eonee TIO.[(p06HaH HH<popMaQHH O MeTO,[(aX <pHHaHCOBbIX KH6epMOIIIeHHHKOB 

H TipH3HaKax, TIO KOTOpbIM HX MO)KHO pacTIO3HaTb, eCTb B CTieQHaJibHOM pa3.[(eJie Ha 

caiiTe EaHKa PocCHH, KOTOpbIH perynHpHO o6HOBJIHeTCH10. 

EcnH )Ke cpe,UCTBa y)Ke TiepeBe,ueHbl MOIIIeHHHKaM: 

1. HeMe,[(JieHHO 3a6JIOKHpyiiTe KapTy C TIOMOII(blO M06HJibHOrO 

TIPHJIO)KeHHH, JIHqHoro Ka6HHeTa Ha caiiTe 6aHKa HJIH qepe3 KOHTaKT-QeHTp 6aHKa 

TIO TenecpoHy. 

2. B TeqeHHe cyTOK TIOCJie TionyqeHHH coo6meHHH O CTIHCaHHH cpe.[(CTB 

HaTIHIIIHTe 3aHBJieHHe B OT,[(eJieHHH 6aHKa O HecornaCHH C OTiepa1.1;HeH. TaK)Ke 

o6paTHTeCb C 3aHBJieHHeM O XHII(eHHH ,[(eHer B JII06oe OT,[(eJieHHe TIOJIHQHH. 

CoBpeMeHHbIH MHp H TeXHOJIOrHH He TOJibKO .[(apHT HaM 6eCKOHeqHbIH 

,[(OCTYTI K HH<pOpMaQHH, HO H )K,[(YT OT Hae yMeHHH HMM TIOJib3OBaTbCH. Pa3BHTHe 

IO TTpornao.nei!CTBHe MOUJeHHH'leCKHM npaKTHKaM, UE P<I>: https://cbr.ru/information security/pmp/ 
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KpMTMqecKoro MbIIIIJieHM.H, co6mo,n;eHMe npoCTbIX npaBMJI MHqJOpMa.QMOHHOM 

rMrMeHbl, 6,n;MTeJibHOCTb M 3a6oTa 06 OKpy)KalOII(MX TIOMOryT M36e)KaTb npo6JieM M 

He CTaTb )KepTBOM KM6epMOIIIeHHMKOB. 
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